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Abstract—Cybersecurity awareness training improves
knowledge, yet human error continues to drive breaches. Al-
enabled attacks such as deepfakes, voice-cloned vishing, and
automated spear phishing magnify these risks. This review of
26 studies (2008-2025) introduces a residual-risk framework
that measures outcomes beyond average effectiveness.
Residual Insecure Behavior (RIB) captures risky practices that
persist after training, while Residual Knowledge Gap (RKG)
reflects remaining deficits. Across studies, residual risks
were substantial—phishing susceptibility often above 10%
and knowledge gaps over 30%. By applying RIB and RKG,
future cybersecurity researchers can shift focus from
statistical gains to reducing real-world exposure in an Al-
driven landscape.
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[. INTRODUCTION

With the advent of Al-driven threats such as deepfakes,
voice-cloned vishing, and automated spear phishing, focusing
on human risk is more critical than ever [1] . While
organizations continue to invest heavily in cybersecurity
awareness and training [2], [3], [4], research shows that
training generally improves outcomes but remains highly
context dependent [5], [6], [7]. Within information security, this
gap is compounded by neutralization strategies that allow
employees to rationalize noncompliance despite awareness
[8]. Many awareness programs rely primarily on information
provision that often fails to specify concrete behaviors or
embed reinforcement mechanisms [9]. Furthermore, reviews
that study student populations cannot reflect real-world
circumstances.

The concept of residual risk is presented in this review not
as a novel theoretical construct, but rather as synthesis of
empirically documented phenomena that recur across the
cybersecurity awareness training literature. Prior research has
consistently shown limits in knowledge retention, incomplete
transfer of training to real-world behavior, and reversion to
habitual practices despite awareness interventions [8], [9],
[10], [20], [29], [36]. These effects, variously discussed as
training decay, behavioral non-compliance, neutralization, or
intention-behavior gaps collectively describe a persistent risk
surface that remains after formal training concludes, even
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when average effectiveness is reported [10], [35]. The term
residual risk is therefore used here as an integrative lens to
unify these established findings and enable cross-study
comparison of how much risk remains following training,
rather than focusing solely on whether training produces
immediate improvements. Within this context, we introduce
residual insecure behavior (RIB) and residual knowledge gap
(RKG) as measures of residual risk; the proportion of
employees who still display insecure behaviors or retain
knowledge gaps after training rather than relying solely on
average improvements. This perspective aims to address
significant operational risks left by check-the-box training [10].
By synthesizing RIB and RKG across delivery modes, domains,
and follow-up designs, we aim to demonstrate that all types of
cybersecurity awareness training programs leave residual risk
even when the research shows statistical effectiveness, and
hence the need to incorporate these in measuring
effectiveness. By presenting residual risk as a lens, this review
encourages future researchers and educators to design
interventions that explicitly measure residual risk. We also
present evidence-based recommendations for training to
decrease residual risk.

Il. METHODS

A. Search strategy

We performed a systematic review following the best
practices outlined by Preferred Reporting ltems for Systematic
Reviews and Meta-Analyses (PRISMA) guidelines [11] as
shown in Figure 1. This approach originated in clinical
medicine and is now prominent [5], [12]. On April 15, 2025, we
searched ACM Digital Library, Scopus, Web of Science, and
APA PsycINFO using below search strategy validated in prior
reviews [5], yielding 6,160 articles.

(cyber security OR cybersecurity OR information security OR
IT security OR computer security OR digital security OR security
awareness) AND (training OR intervention OR cybersecurity
awareness OR education) AND (employ* OR workforce OR
workplace OR organization* OR organization*)
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Records identified from*:
Web of Science (n = 2842)
Scopus (n = 2910)
APA Psychlinfo (n= 225)
ACM Digital Library (n = 183)
Total (n = 6130)

Records removed before
screening:
Duplicate records removed (n
=1451)
Retracted records (n = 8)
Book chapters, thesis,
conference papers (n = 2501)
Non-English (n = 66)

}

Records screened
(n=2134)

Records excluded™
(n=1873)

}

Reports sought for retrieval 5| Reports not retrieved
(n=77) (n=0)

!

Screening

Reports assessed for eligibility Reports excluded:

- —
(n=77) Not employees (n = 11)
No intervention (n = 17)
Low quality study (n = 4)
Not measuring training
effectiveness (n = 19)
—
—
Studies included in review
§ (n=26)
2 Reports of included studies
(n=26)
—

Fig. 1. PRISMA diagram. Adapted from Page et al., [11].

B. Inclusion/Exclusion Criteria

We included studies that were peer-reviewed, in English,
evaluated employees in organizational settings, assessed
cybersecurity awareness training effectiveness, measured
outcomes (behavior, knowledge, attitudes, or related
indicators), and used an empirical design. We excluded
studies lacking training interventions or effectiveness
measures, involving non-organizational populations, not peer-
reviewed, not in English, or classified as reviews, theoretical
works, or book chapters. Conference proceedings were
excluded a priori to maintain methodological comparability
and to reduce the risk of double-counting preliminary findings
that are often later replicated or extended in journal
publications. Given the study’s objective to determine whether
residual risk persists following cybersecurity awareness
training, the review was deliberately scoped to peer-reviewed
journal articles, which were anticipated to provide sufficient
evidence to address this research question without
introducing additional heterogeneity.

C. Data Extraction

Given the methodological and contextual heterogeneity of
the studies including intervention types, outcomes, and
designs, a narrative synthesis approach was used to analyze
and report findings. This approach involved organizing studies
into conceptual categories such as training delivery modes,
content focus, behavioral outcomes, and residual risks. The
emphasis was on summarizing patterns and describing trends
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across studies rather than estimating pooled effect sizes. As
aresult, no meta-analysis was conducted, and publication bias
or risk of bias was not formally assessed.

D. Data Analysis

To address variation in study design, setting, and
measures, we used a rule-based framework to classify training
effectiveness as strong, moderate, or weak. Behavioral and
knowledge outcomes were assessed separately using only
field data, excluding lab or intention measures. Qutcomes
were rated strong if > 90% of participants demonstrated
secure behavior/knowledge, moderate if 51-89%, and weak if
< 50%. For phishing or failure outcomes, thresholds were
reversed (< 10% failures = strong). When only comparative or
narrative results were reported, we estimated or inferred
effectiveness using the same thresholds. The quantification
scheme and cutoff thresholds used to classify residual risk
were selected to support consistent cross-study comparison
rather than to assert normative risk benchmarks.

Because the reviewed studies varied widely in outcome
measures, reporting granularity, and follow-up timing, a rule-
based framework was applied to translate heterogeneous
results into comparable proportions of residual insecure
behavior (RIB) and residual knowledge gap (RKG). Thresholds
distinguishing lower versus higher residual risk were therefore
set pragmatically, drawing on common reporting conventions
in the training literature (e.g., proportions achieving secure
behavior or avoiding failure outcomes) and on operational
relevance, such that non-trivial minority exposure remained
visible rather than obscured by average effects. This approach
prioritizes interpretability and comparability across studies
while acknowledging that alternative thresholds could shift
categorical labels without altering the underlying pattern:
across delivery modes and domains, substantial residual risk
persisted even under conservative classification
assumptions.

Importantly, we quantified residual insecure behavior (RIB)
and residual knowledge gap (RKG) to estimate the proportion
of cybersecurity risk or knowledge deficiency that remained
after training. For behavioral outcomes, we used the
percentage of participants who continued to exhibit insecure
behavior. In one study, for example, 17.6% of participants in
the deterrence group clicked a phishing link during a
simulation after training; we reported this directly as residual
insecure behavior. For knowledge outcomes, we subtracted
participants' post-training test scores from 100%. In the same
study, participants averaged 5.66 out of 9 on a self-reported
knowledge test (62.9%), yielding an RKG of 37.1%. When
studies reported multiple behavioral outcomes, we selected
the one aligned with the study’s primary objective; for
instance, prioritizing phishing click rate over reporting rate
when click rate was the main focus. By focusing on residual
risk, we expose how training that appears effective on paper
may still leave a substantial portion of employees vulnerable
to cybersecurity threats.
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TABLE |. Study Characteristics and Summary of Findings

Study Region Sample | Design | Delivery Behavior Knowledge RIB RKG
Abu-Amara et al., [13] ME 10 QE GAMIFY Strong NA NC 0.25
Alahmari et al., [14] ME 128 QE GAMIFY Strong Moderate NC NC
Albrechtsen & Hovden, [15] EU 197 EXP PEER Weak NA 0.175 | NA
Alkhazi et al., [16] ME 128 EXP E-LEARN Moderate NA 0.273 | NA
Arain et al., [17] NA 586 0BS E-LEARN Moderate Moderate 0.176 | 0.37
Back & Guerette, [18] NA 2000 QE E-LEARN Negative NA 0.33 0.21
Baxter et al., [19] NA 856 QE GAMIFY Strong NA 0.07 NA
Bélanger et al., [20] EU 826 QE NUDGE Moderate Moderate 0.3 NA
Ben Salamah et al., [21] ME 38 QE BLEND Moderate Moderate 0.2 0.47
Bitrian et al., [22] EU 13,452 QE GAMIFY Strong NA NC NC
Bullee et al., [23] EU 119 RCT BLEND Moderate NA NC NC
Charoen et al., [24] NA 27 AR F2F-IL, E-LEARN NA Moderate NA 0
Daengsi et al., [25] ME 20134 QE F2F-IL, E-LEARN NA Moderate NA 0.584
Dincelli & Chengalur-Smith, [26] | NA 838 RCT GAMIFY Strong NA 0.067 | NA
Ghazvini & Shukur, [27] AP 5 QE GAMIFY NA Moderate NC NC
Gordon et al., [28] NA 772 QE SIM-PHISH Weak NA 0.062 | 0.235
Grill et al., [29] EU 108 RCT BLEND Moderate Moderate 0.2 0.134
He et al., [30] NA 119 EXP E-LEARN Moderate NA 0.61 NA
Hillman et al., [31] ME 5000 QE SIM-PHISH Weak Moderate 0.193 | 0.354
Nastjuk et al., [32] EU 363 RCT F2F-IL NA Moderate NA 0.095
Puhakainen & Siponen, [33] EU 16 AR F2F-IL Moderate Moderate NC NC
Silic & Lowry, [34] EU 384 EXP GAMIFY Strong NA NC NA
Siponen et al., [35] ME 87 QE F2F-IL Moderate NA 0.37 NA
Stefaniuk, [36] EU 98 QE BLEND Moderate Strong NC NC
Weir et al., [37] EU 25 AR F2F-IL Moderate Strong 0.31 0.14
Williams et al., [38] NA 307 QE F2F-IL NA Weak NA 0.525

Note: ME = Middle East; EU = Europe; NA = North America; AP = Asia Pacific. Study designs: QE = Quasi-experimental; RCT = Randomized controlled trial;
0BS = Observational; AR = Action research; EXP = Experimental. Delivery methods: GAMIFY = gamified training; E-LEARN = e-learning; PEER = peer-based
learning; BLEND = blended delivery; NUDGE = behavioral nudge; SIM-PHISH = simulated phishing; F2F-IL = face-to-face instructor-led. Outcomes: Behavior
and Knowledge are coded as Strong, Moderate, Weak, NA = Not available. RIB = Residual Insecure Behavior; RKG = Residual Knowledge Gap. NC = Not

computable (insufficient data)

©2026 The Author(s) | Creative Commons CC BY 4.0

www.cisse.info



2026 Journal of The Colloquium for Information Systems Security Education, Volume 13, No. 1, Spring 2026

lll. RESULTS

A. Study Characteristics

As shown in Table |, we identified 26 studies from 2008 to
2025 composed of 4 randomized controlled trials, 14 quasi-
experiments, 4 lab experiments, 3 action research projects,
and 1 observational study. Samples ranged from 5 to 20,134
participants. Eight training modes were represented: gamified
learning (n=7), face-to-face instruction (n=>5), blended (n=4),
e-learning (n=4), combined formats and simulated phishing
(n=2 each), and peer learning and nudges (n =1 each).
Outcomes varied where 9 studies assessed both behavior and
knowledge, 11 focused only on behavior, and 6 on knowledge.
Behavioral measures included phishing clicks, reporting,
password hygiene, coding practices, and device security. Most
(n=15) used both objective logs and self-reports, while 5 relied
solely on self-reports. Knowledge outcomes, assessed
through quizzes or surveys, covered password policies, data
protection, malware, email, general cybersecurity, and
smartphone safety.

B. Behavioral Outcomes

Across 21 eligible studies, delivery mode emerged as the
strongest predictor of behavioral effectiveness. All six studies
that implemented gamified interventions reported strong
behavioral improvements (e.g., [13], [22]), demonstrating
consistent success for game-based approaches. By contrast,
conventional instructional formats such as face-to-face
instruction [35], [37], blended delivery [23], nudges [20], and
most e-learning programs [16], [30] tended to yield only
moderate effects. One e-learning study even reported a
negative outcome [18], highlighting the variability of
knowledge-based modules. Simulated-phishing interventions
and peer-led formats (e.g., [15], [31]) achieved only weak
improvements.

Overall, more than half of the studies demonstrated merely
moderate behavioral change, regardless of sample size or
thematic focus. Strong results were concentrated in the
gamification subgroup, whereas moderate outcomes
dominated across face-to-face, blended, e-learning, and nudge
formats. The distribution across small, medium, and large
studies showed no systematic variation, suggesting that study
scale did not account for differences in behavioral outcomes.

C. Knowledge Outcomes

Of the 14 studies that measured knowledge outcomes,
most reported only moderate gains. Eleven studies (79%)
achieved moderate improvements, two studies (14%)
demonstrated strong knowledge effects, and one study (7%)
reported weak results. Strong outcomes were observed in
both blended and face-to-face programs (e.g., [36], [37]),
suggesting that these traditional instructional formats can
sometimes support substantive knowledge acquisition.

However, gamified interventions (e.g., [14]) that produced
strong behavioral outcomes were associated only with
moderate knowledge improvements. Similarly, nudges,
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simulations, and combined face-to-face plus e-learning
formats generated moderate effects. E-learning was modest
as well, with available studies showing only moderate gains.
Unlike the clear behavioral advantage observed for
gamification, no delivery mode consistently predicted strong
knowledge outcomes. The overall pattern suggests that
cybersecurity awareness training enhances declarative
knowledge incrementally but rarely produces substantial
knowledge retention.

D. Residual Insecure Behavior

When studies were sorted by RIB, six stood out with the
largest proportion of insecure actions remaining after training
(see Table II). These studies were most often delivered
through e-learning (3), with the remainder involving face-to-
face instruction (2) or nudges (1). A clear pattern emerged in
which general awareness modules were heavily represented,
including topics such as malware, password policies, and
device settings.

TABLE Il. Top Studies by RIB

Study (Year) Delivery Topic RIB

He et al., [30] E-LEARN GC 0.61
Siponen et al., [35] F2F-IL PH 0.37

Back & Guerette, [18] E-LEARN PA 0.33

Weir et al., [37] F2F-IL GC 0.31
Bélanger et al., [20] NUDGE GC 0.3

Alkhazi et al., [16] E-LEARN GC 0.273
Note. RIB (Residual Insecure Behavior) represents the proportion of
participants who continued to exhibit insecure behaviors after training.
Higher RIB values indicate greater residual behavioral risk, while lower
values indicate stronger behavioral adoption and lower residual risk. GC
= General cybersecurity; PH = Password hygiene; PA = Phishing
awareness.

The persistence of high RIB in both immediate and delayed
assessments suggests that residual behavior is not solely
attributable to decay over time but may also reflect limitations
of information-heavy approaches that lack reinforcement
within workplace practices.

E. Residual Knowledge Gap

Sorting by RKG identified another six studies with the largest
remaining deficits in knowledge (see Table lIl). Unlike the RIB set,
these high-RKG studies spanned a wide range of modalities,
including face-to-face, blended, e-learning, simulation, and
gamification. This variation indicates that knowledge retention
challenges persist across delivery modes rather than being
confined to any single format. Follow-up timing also varied, with
some studies assessing immediately after training, others
leaving timing unspecified, and several measuring knowledge
months later, yet high RKG was observed across all.
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TABLE Ill. Top Studies by RKG

Study (Year) Delivery Topic RKG
Daengsi et al., 2022 F2F-IL, E-LEARN | PA 0.584
Williams et al., 2024 F2F-IL PA 0.525
Ben Salamah et al., 2023 | BLEND GC 0.47
Arainetal., 2019 E-LEARN GC 0.37
Hillman et al., 2023 SIM-PHISH PA 0.354
Abu-Amara et al., 2021 GAMIFY GC 0.25
Note. RKG (Residual Knowledge Gap) represents the proportion of
participants who retained knowledge deficits following training. Higher
RKG values indicate weaker knowledge retention and greater residual
cognitive risk, while lower values indicate stronger knowledge retention.
GC = General Cybersecurity, PA = Phishing awareness.

F. Other Patterns

Comparison of RIB and RKG patterns highlights some
knowledge-behavior asymmetry. In multiple high-RKG cases,
residual behavior was comparatively low [21]: RIB = 0.200 vs.
RKG = 0.470; [17]: RIB = 0.176 vs. RKG = 0.370; [31]: RIB =
0.193 vs. RKG = 0.354. This suggests that employees can
adopt secure behaviors even when unable to explicitly recall
training content. This finding points to the influence of
environmental prompts, habits, and structural supports in
guiding behavior. Conversely, several high-RIB cases occurred
in training that improved knowledge but left significant
insecure actions in place. For example, e-learning modules
covering malware, general awareness, or device configuration
produced measurable knowledge outcomes but left large
proportions of participants continuing insecure practices.
Phishing appeared prominently across both sets, with some
[18] identified in the high-RIB group and some in [25], [31], [38]
in the high-RKG group.

IV. DISCUSSION

Despite many reports of statistical effectiveness, these
studies repeatedly show that training often leaves a sizable
portion of employees continuing to act insecurely or failing to
retain critical knowledge. For example, phishing interventions
reduced click-throughs but still left high-risk groups
consistently more vulnerable, even after mandatory training
[28], [31]. Similarly, social engineering experiments found that
more than one-third of staff handed over keys to strangers
despite awareness interventions, illustrating dangerous
residual insecure behaviors [23]. Knowledge-focused gains
often masked persisting gaps where employees reported
better knowledge yet failed in routine practices such as
password rotation or proper authorization [36], while others
documented steep declines in protective knowledge and
behavior over time, leaving residual vulnerabilities [20], [29].
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Even gamified and engaging methods that improved
motivation did not fully eliminate insecure practices, with
significant heterogeneity across individuals and units [26)],
[34]. The stronger effect of gamification on behavior (lower
RIB) compared to knowledge (higher RKG) likely reflects
differences in how these outcomes are acquired and retained.
Gamified interventions frequently embed cues, repetition, and
feedback loops that promote action at the point of decision,
enabling participants to adopt secure behaviors even when
explicit recall of training content is incomplete [15], [26], [34].
This aligns with observed cases in which participants
demonstrated improved behavioral compliance despite only
moderate or weak knowledge retention. In contrast, durable
knowledge acquisition requires structured encoding,
reinforcement, and retrieval practice, which gamified formats
do not consistently provide. As a result, gamification appears
more effective at shaping habits and responses, reducing
residual insecure behavior, while leaving residual knowledge
gaps that persist over time. These findings show that average
improvements obscure risk; what matters is how many
employees remain unprotected. Measuring RIB and RKG better
reflects residual risk and exposes persisting exploitable
threats.

Knowledge and behavior often improve immediately post-
intervention but decay without reinforcement, as seen in
longitudinal studies where protective behaviors diminished
within months [20], [29]. This suggests that declines in secure
behavior over time are not solely a function of forgetting or
diminished motivation but are strongly shaped by
organizational context. Several studies showed that
behavioral gains eroded within months when training was not
reinforced through leadership engagement, peer norms, or
shared practices [20], [29]. In environments where managers
modeled secure behavior, reinforced expectations, and
enabled informal  knowledge sharing,  behavioral
improvements were more likely to persist beyond the
immediate post-training period. Conversely, where security
norms remained implicit or unsupported, employees reverted
to habitual practices despite prior training, contributing to
elevated residual insecure behavior over time. These patterns
indicate that behavioral decay reflects the absence of
sustained social and structural reinforcement, underscoring
that residual risk is as much an organizational phenomenon
as an individual one. Another concern is the heavy reliance on
knowledge metrics while neglecting behavior. Employees
frequently demonstrate higher self-reported awareness yet
continue risky practices, such as failing to rotate passwords
or mishandling data [36]. Even where policies exist,
neutralization allows employees to justify insecure practices,
leaving persistent risk [35]. The format of delivery further
contributes to residual risks. One-off, perfunctory sessions
often disengage participants and fail to produce lasting
change [34], [36]. Without engaging formats or real-world
relevance, employees struggle to internalize training.
Employees often view compliance modules as tedious,
leading to poor retention and weak translation to secure
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actions [19], [34]. Despite training, many individuals complied
with social engineering requests, demonstrating the limits of
abstract knowledge when facing persuasive real-world tactics
[23]. Leadership engagement and group norms also determine
whether training translates into behavior [29]. Without
supportive systems for sharing and reinforcing security
knowledge, individual gains are not sustained or disseminated
[14].

To address these shortcomings, practical improvements
are needed. Reinforcement through longitudinal and cyclical
approaches is essential to maintain behaviors over time [20],
[36]. Interactive methods such as gamification, dialogue, and
serious games can increase engagement and improve
outcomes compared to static, one-directional formats [15],
[27], [34]. Embedding training within organizational culture
particularly by equipping managers to model, reinforce, and
prioritize secure behavior appears especially effective [14],
[29]. Addressing rationalizations directly also reduces
insecure password practices [35]. Finally, interventions should
expose employees to realistic, scenario-based threats to
ensure knowledge translates under pressure [14], [23].

These design considerations are particularly salient in the
context of Al-enabled threats such as generative phishing,
deepfake-based vishing, and adaptive social engineering.
These attacks do not introduce fundamentally new failure
modes; rather, they exploit the same residual insecure
behaviors, habitual responses, and incomplete knowledge
retention documented across the reviewed studies. Training
approaches that improve average outcomes may still leave a
minority of employees vulnerable, but Al-driven attacks
increase the realism, personalization, and scale with which
these residual weaknesses can be targeted. As a result,
residual risk becomes more consequential in Al-mediated
threat environments, where persistent gaps in behavior or
knowledge represent a scalable and repeatable attack surface
rather than isolated lapses.

This study has limitations. Residual-risk thresholds were
set pragmatically (e.g., <10% phishing click rate as “low
risk”) rather than validated against benchmarks, which may
limit generalizability. We did not apply a formal risk-of-bias
tool, as our goal was to map residual risk rather than conduct
a meta-analysis. Heterogeneity in outcomes also precluded
pooled analyses, so findings rest on descriptive synthesis and
subgroup patterns. Future research should refine residual-risk
thresholds, apply standardized bias assessments, and rate
evidence certainty.

In conclusion, cybersecurity awareness training improves
average outcomes but consistently leaves substantial gaps in
knowledge and behavior. These residual vulnerabilities are
amplified by motivational limits, organizational context, and
increasingly by Al-driven threats. Looking ahead, we argue that
the residual risk approach offers a pathway for researchers
and educators to design better cybersecurity training
programs. By systematically assessing RIB and RKG, future
interventions can be built to reduce not only immediate
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vulnerabilities but also the long-term risks that persist after
training.
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