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Abstract—As social networking sites (SNSs) have become integral
to daily life, concerns about privacy and cybersecurity risks have
intensified. Malicious actors exploit SNSs for phishing, malware
distribution, and identity-driven attacks, often leveraging personal
information voluntarily disclosed by users. This study investigates
the relationships between SNS usage, personal information
disclosure, cybersecurity behaviors, and experiences with
cybersecurity threats. We employed a mixed-methods approach,
combining survey data from 275 participants with semi-structured
interviews. Correlation analyses revealed that frequency of SNS
use and usage motivations—particularly for meeting new people
and for self-presentation—were positively associated with higher
levels of personal information disclosure. Disclosure of personal
information and frequency of SNS usage were also significantly
correlated with reported experiences of cybersecurity threats,
though less so with protective cybersecurity behaviors. Interview
responses highlighted both direct encounters with threats and
broader perceptions of privacy vulnerabilities. Together, these
findings underscore the complex interplay between social
behavior on SNSs and cybersecurity risks, suggesting that greater
user education and platform-level safeguards are necessary to
mitigate emerging threats. We conclude with implications for
cybersecurity awareness efforts and recommendations for future
research.

Keywords—social networking sites, cybersecurity behavior, personal
information disclosure, social engineering, privacy, mixed methods

[. INTRODUCTION

Inaworld increasingly dependent on digital infrastructure,
threats to digital security abound. The Identity Theft Resource
Center reported an all-time high for data compromises in the
U.S.in 2023, and the FBI's 2024 Internet Crime Report showed
more than $16 billion in losses from internet scams [1], [2].
CrowdStrike’s 2024 report identified malware, denial-of-
service, phishing, spoofing, and identity-based attacks as the
most common forms of cyberattack [3]. Malware
encompasses ransomware, spyware, adware, trojan horses,
worms, and rootkits. Phishing uses social engineering over
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email, SMS (“SMiShing”), or social media to trick users into
sharing sensitive data or downloading malware [4]. Identity-
driven attacks often involve masquerading as legitimate
users to engage in phishing or distribute malware.

e RQ1: What are the connections between usage
patterns of SNSs and cybersecurity behaviors?

e RQ2:Is there a relationship between personal
information disclosure on SNSs and cybersecurity
threats?

To answer these questions, we analyze user behaviors
across three domains:

e Social Networking Site Behavior (SNSB): frequency
of use, usage motivations, and personal information
disclosure.

e  Cybersecurity Behavior (CSB): protective digital
behaviors adopted by users.

e Cybersecurity Experience (CSX): prior encounters
with cybersecurity threats.

From these, six hypotheses were formulated:

1. H1:Increased SNS frequency correlates positively
with good cybersecurity behavior.

2. H2: SNS use for self-presentation (MEPO) or meeting
new people (MNPS) negatively relates to good
cybersecurity practices.

3. H3:Increased disclosure of personal information
negatively relates to good cybersecurity practices.

4. H4:Increased disclosure of personal information
positively correlates with experiences of
cybersecurity threats.

5. HS5: Increased SNS usage frequency positively
correlates with personal information disclosure.

6. H6: Good cybersecurity behavior negatively
correlates with experiences of cybersecurity threats.

We test these hypotheses using quantitative survey data
and qualitative interviews. Figure 1 illustrates the study’s
domain model.
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Fig. 1. Study domain model, including domains and hypotheses.
II. RELATED WORKS C. Personal Information Disclosure

A. Social Networking Sites and Social Media

A social networking site (SNS) is a virtual community
where users create profiles, interact with friends, and meet
others with shared interests [5]. SNSs are a subset of social
media, which broadly encompasses platforms for generating
and sharing content [6]. Many studies use these terms
interchangeably [7], [8], [9], [10]. Platforms such as Facebook,
Instagram, TikTok, and Snapchat dominate the U.S. market
[11], [12]. Differences in platform choice often reflect user
demographics and personality traits [13], [14].

B. SNS Usage

SNS use has grown rapidly since early platforms like
SixDegrees, MySpace, and YouTube [15], [16]. Today, over 5
billion people use social media worldwide [17], with 85% of
U.S. adults online daily [18]. While social media supports
communication and learning [19], [20], excessive use is linked
to poor sleep, academic decline, and reduced productivity [8],
[10], [21]. Motivations for wuse include maintaining
relationships, socializing, entertainment, and information-
seeking, as captured in the Facebook Usage Aims (FAU) and
Social Media Usage Aims Scale (SMUAS) [22], [23].
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Protecting confidentiality is central to cybersecurity [24].
Yet users often share personally identifiable information (PII)
on SNSs despite concerns about privacy, a phenomenon
known as the “privacy paradox” [25]. Studies show users
disclose birthdays, relationships, and political views on
platforms like Facebook [26], [27]. They may also seek support
or encouragement from these platforms—disclosing very
sensitive information at times in the process [28]. Such
disclosures enhance phishing effectiveness [29]. Personality
traits, such as neuroticism, also influence disclosure [30].

D. Cybersecurity Threats on SNSs

SNSs expose users to privacy breaches, viral marketing,
structural attacks, and malware [31]. Breaches have
compromised millions of accounts across platforms such as
Facebook, MySpace, and TikTok [32], [33], [34]. Attackers
exploit trust relationships through techniques like profile
cloning [35]. Malware and botnets also spread via SNSs [36)],
[37]. Beyond technical risks, SNSs facilitate misinformation,
cyberbullying, and hate speech with real-world harms [38],
[39].

E. Models of Security Behavior

Two models often guide analysis of cybersecurity
behavior. The Health Belief Model (HBM) explains protective
behavior through perceived risk, severity, benefits, and
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barriers [40], [41]. Protection Motivation Theory (PMT)
extends this by including self-efficacy and response efficacy
[42]. These frameworks have been applied to cybersecurity
compliance and disclosure on SNSs [43], [44], [45], [46].
Gender and cultural contexts can affect self-efficacy, though
findings on actual behavior are mixed [47], [48].

F. Experience with Cybersecurity Threats

Research has documented a range of cyber incidents,
including phishing, ransomware, and account hijacking [49],
[50], [51]. Experiences are often categorized as “bounded”
(specific events) or “fuzzy” (ongoing concerns) [52]. Such
incidents can produce stress, shame, and emotional harm in
addition to financial losses [53], [54].

lll. METHODS

A. Overview

We employed a mixed-methods approach combining a
survey and semi-structured interviews. The survey provided
quantitative data on correlations between SNS usage,
disclosure, cybersecurity behaviors, and threat experiences,
while interviews offered qualitative depth. Our target was 300
survey responses and 30 interviews. The survey was hosted
on Qualtrics, with participants recruited via Amazon’s
Mechanical Turk (MTurk). MTurk can be problematic from a
quality control standpoint, but if various quality control
measures are implemented these issues can mostly be
mitigated [55], [56], [57]. Interviews were advertised and
conducted in-person with volunteers from a university
campus. IRB approval was sought and obtained prior to data
collection. This study qualified for exempt status. Informed
consent was obtained from all research participants prior to
their engagement in the study.

B. Participants and Compensation

Survey participants (18+) were recruited through MTurk,
excluding university employees, students, or family members
of employees, per institutional policy. Interview participants
were recruited through campus advertising. Survey
respondents were compensated $3, while interviewees
received $20. The final dataset included 275 valid survey
responses and 12 interview transcripts.

C. Data Protection

Interviewees provided contact information only for
scheduling; this was deleted after data collection. Recordings
were transcribed using Whisper [58], with personally
identifiable information manually redacted. Survey and
interview data were anonymized and stored securely.
Transcripts will be destroyed following study closure.

D. Survey Development

Survey items were adapted from established sources,
covering SNS usage frequency, motivations, personal
information disclosure, cybersecurity behavior, and prior
experiences with threats. Likert-type scales (0-4 or 0-5) were
used. Four attention-check questions ensured data quality;
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inconsistent or invalid responses were excluded (76 cases).
Table | lists the sources of survey domains.

TABLE I. Survey Question Sources

Survey Domain Question Sources

SNS Usage Frequency (SNSB-f) StatCounter 2025; interview
responses

SNS Usage Motivations (SNSB-m) | [22], [23]

Personal Information Disclosure [27], [59]

(SNSB-p)

Cybersecurity Threat Experience [49], [50], [51], [60]

(CSX)

Cybersecurity Behavior (CSB) [43], [61], [62]

E. Interview Development

Interviews (20-30 minutes) followed a semi-structured
script of 10-12 open-ended questions about SNS use,
disclosure, and experiences with cyber threats. Clarifying
follow-ups were used where appropriate. Later sessions
added questions on witnessing threats that did not directly
affect the participant, reducing reporting bias.

F. Sampling Considerations

MTurk provides approximately random sampling within its
user base, though limited to that population [63]. Campus-
based interview recruitment introduced some self-selection
bias. Together, these methods produced complementary
insights: broader coverage via survey data and detailed
perspectives via interviews.

IV. RESULTS

A. Survey Data

A total of 352 responses were collected; after filtering
invalid or inconsistent entries, 275 remained valid for analysis.
Respondents were fairly balanced by gender (53% male, 47%
female) and spanned a wide age range (20-79 years). The
majority were White (80%), and over half held at least a
bachelor's degree.

1) Correlation Analysis

Pearson correlations were computed across the primary
domains: SNS usage frequency (SNSB-f), motivations (SNSB-
m), personal information disclosure (SNSB-p), cybersecurity
behavior (CSB), and cybersecurity experience (CSX). Results
are shown in Table Il
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Key findings include:

e  SNS usage frequency was strongly correlated with
personal information disclosure (H5 supported).

o Disclosure was positively associated with
cybersecurity threat experience (H4 supported).

e  Cybersecurity behavior was negatively correlated
with threat experience (H6 supported).

¢ No significant correlations were found between SNS
usage and cybersecurity behavior (H1 not

supported).

e Among usage motivations, self-presentation (MEPO)
showed a weak negative correlation with
cybersecurity behavior (H2a partially supported).

TABLE Il. Correlation Matrix for SNS Usage, Disclosure, Cybersecurity Behaviors, and Threat Experiences.
Significant Values Shown with * P< .05, **P< .01, *** P< .001.

2) ANOVA Analysis

ANOVA tests examined demographic differences across
domains (Table Ill). Gender and ethnicity showed no
significant effects. However, both age and education
influenced SNS usage frequency, disclosure, and threat
experience, with younger and more educated respondents
reporting higher use, disclosure, and experiences.

Figures 2-7 illustrate the scatter plots corresponding to
hypotheses H1-H6, showing linear and nonlinear trends. These
plots reinforce the statistical findings: strong positive
associations for H4 and H5, weaker or nonsignificant results
for H1-H3, and a negative association for H6.

Statistic Tested SNSB-f-ALL SNSB-f-USED CSX CSB SNSB-p
SNSB-f-ALL p=.80" p=.48™ p =-.024 (p=.70) p=.61"
SNSB-f-USED p=.80" p=.35" p =.019 (p=.75) p=.48"
CSX p=.48™ p=.35" p=-21" p=.47"
CSB p =-.024 (p=.70) p=.019 (p=.75) p=-21" p =-.0036 (p=.95)
SNSB-p p=.61" p=.48" p=.47" p =-.0036 (p=.95)

TABLE Ill. ANOVA Results for Demographic Groups Across Survey Domains. *P $<$ .05, **P $<$ .01, ***P $<$ .001.
Domain Gender Education Ethnicity Age
SNSB-f-ALL F=.71, p=.55 F=2.95, p=.0083** F=.20, p=.94 F=7.87, p$<$.007%k
SNSB-f-USED F=.19,p=.90 F=2.15, p=.048* F=.19, p=.94 F=5.91, p§<$.001 %
SNSB-p F=1.10, p=.35 F=5.03, p$<8.007 %+ F=1.29, p=.27 F=5.61, p$<$.007%**
CSX F=.34,p=.79 F=2.26, p=.038* F=1.94, p=.10 F=7.25, p§<$.001 %
CSB F=.36, p=.78 F=1.88, p=.084 F=1.00, p=.41 F=1.11, p=.36
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B. Interview Findings

Interviewees reported varied SNS usage patterns,
disclosure behaviors, and experiences with threats. Common
themes included:

e  Frequent encounters with phishing messages and
fraudulent friend requests.

e Heightened awareness of threats after prior negative
experiences.

e Perceived trade-offs between social connection and
privacy.

e  Reliance on personal judgment rather than formal
cybersecurity strategies.

Table IV summarizes key threat types mentioned across
interviews.

TABLE IV. Cybersecurity Threats Reported in Interviews

Threat Type Platforms Reported

Phishing Facebook, Instagram, Email links

Account Hijacking Facebook, Twitter

Malware/Scams WhatsApp, TikTok

Identity Theft Attempts Instagram, Snapchat

V. DISCUSSION

This study examined the relationships among SNS usage,
personal information disclosure, cybersecurity behavior, and
experiences with cybersecurity threats. Several hypotheses
were supported, while others revealed more complex
dynamics.

First, we found that SNS usage frequency strongly
correlated with personal information disclosure (H5), aligning
with prior research linking extraversion and need for popularity
to disclosure behaviors [64], [65], [66]. Disclosure also
correlated positively with experiences of cybersecurity threats
(H4), consistent with studies suggesting that oversharing
increases vulnerability [27], [29]. Finally, good cybersecurity
behaviors were negatively associated with threat experiences
(H6), reinforcing the protective value of security practices [49],
[50].

Other hypotheses were not supported. We found no
significant correlation between SNS usage frequency and
cybersecurity behavior (H1). This suggests that frequent SNS
use does not inherently produce stronger protective behaviors,
despite potential for increased exposure to cybersecurity
information. Similarly, only weak evidence supported H2: self-
presentation (MEPO) showed a slight negative correlation with
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cybersecurity practices, while meeting new people (MNPS)
was nonsignificant. H3, which predicted a negative
relationship between disclosure and cybersecurity practices,
was also unsupported.

Demographic analyses revealed that age and education
influenced SNS use, disclosure, and threat experience, while
gender and ethnicity showed little effect. Younger and more
educated respondents were more frequent users, disclosed
more personal information, and reported more cybersecurity
incidents. Interview findings enriched these results by
highlighting users’ lived experiences with phishing, account
hijacking, and identity theft attempts, as well as the emotional
consequences of these threats.

Together, these findings emphasize the importance of
addressing disclosure behaviors in cybersecurity education.
Simply raising awareness may not be sufficient; targeted
interventions that focus on the social motivations driving
disclosure may be more effective. Platform-level safeguards,
such as stronger default privacy settings and automated
phishing detection, are also critical. The use of fear, while
commonplace in cybersecurity and multiple other domains, is
not recommended given the inconclusive nature of its efficacy
in effectuating behavioral change, negative impact on other
emotions, and multiple ethical concerns [67], [68], [69].

VI. CONCLUSIONS

This research contributes to understanding the complex
interplay between social networking behavior, disclosure
practices, and cybersecurity risk. Using a mixed-methods
approach, we identified key relationships: SNS frequency and
disclosure are strongly linked, disclosure predicts higher
exposure to threats, and strong security behaviors reduce
those risks. However, frequent SNS use does not guarantee
safer behavior, highlighting a gap between awareness and
practice.

These findings carry practical implications. Educators and
policymakers should prioritize interventions addressing
disclosure tendencies and motivations for self-presentation
and socializing online. SNS platforms should implement
safeguards that mitigate risks stemming from user disclosure.
Future research should extend these results through
experimental designs that simulate real threats, longitudinal
studies tracking disclosure and threat experiences over time,
and broader samples beyond MTurk and campus participants.

A. Limitations and Future Work

This study is not without limitations. MTurk sampling
restricts generalizability to the broader population, while self-
selection bias affects the interview data. Self-reported
measures may under- or over-estimate actual behaviors, and
some respondents may lack awareness of threats they have
experienced. Despite these constraints, the findings provide
valuable insight into behavioral patterns on SNSs and their
cybersecurity implications.
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Future research should refine these findings through
experimental approaches that simulate phishing or malware
exposure in  controlled conditions.  Cross-cultural
investigations are also warranted, given that disclosure norms
and SNS usage patterns vary globally. Incorporating
behavioral tracking data could help bridge the gap between
reported and actual practices. Ultimately, addressing both
individual and structural dimensions of cybersecurity is
essential for reducing risk in increasingly interconnected
digital environments.

SNSs represent lucrative targets for attackers due to the
wealth of personal information available and the potential for
social engineering.  Attackers frequently manipulate
employees through SNSs to access organizational assets [70].
Social engineering exploits influence and manipulation to gain
unauthorized access [71], employing phishing, pretexting,
baiting, ransomware, fake websites, pop-ups, robocalls, or
reverse social engineering [72]. While detection technologies
exist [73], [74], [75], much responsibility for defense still falls
on end users.
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